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Computer Security
Is a function of the system not the individual

components

Integration of secure components can be
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Insecure

Small system changes can lever large security

effects

Secure systems are only tested when attacked




History of Computer Security

Computer Security Resource Centre NIST
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Seminal Papers 1970 - 1985 From Resource
Sharing to TCSEC (Orange Book)

ITSEC to Common Criteria (CC)

1950+ Transient Electromagnetic Pulse Emanation
Standard (TEMPEST)




A little history of computer security
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Trusted Computing - What Is it?

A Computing System which obeys the
Defined Security Policy

Users are adequately assured that:

Confidentiality of sensitive data is preserved

Integrity of sensitive data is preserved

Authenticity of the system entities are verified

Data processing is correct
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Transaction End to End Security
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1) Tamper Resistant Node Properties
2) Strength of Protocols and
Mechanisms
3) Node Processing Integrity
4) Node Identification/ Authentication




(Trusted Computing Platform Alliance)

19909:

TCPA

Compag
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HP

Intel

Microsoft




TCPA Mission Statement

"Through the collaboration of HW, SW,
communications, and technology vendors, drive and
Implement TCPA specifications for an enhanced HW
and OS based trusted computing platform that
Implements trust into client, server, networking, and
communication platforms”
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TRUST
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The users are adequately assured that,

The combined hardware/software platform s

operating as specified




TCPA Principles (1)

Check and convey platform state using
Integrity metrics (cryptographic hash
protected)

- BIOS Boot uses TPM to check BIOS

- BIOS checks user authenticity

- BIOS uses TPM to check OS loader

- OS Kernel can check platform state

- OS can extend trust to the applications
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TCPA Principles (2)
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Make cryptographic services available to the

platform applications




Trusted Domains

Scope of TCPA

TCPA

Complements

X509
IPSEC

IKE

VPN

PKI

Smart Card
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Biometrics
S-MIME
SSL

€= TCPA

Specifications




TCPA Mechanisms
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Trusted Cryptographic H/'W Module

Integrity metrics Software




TCPA Approach
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Pr otocol

Node A NodeB

TPM
(Trusted Platform Module)

Note: A smart card is a binding to the user




Trusted Platform
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TPM (Trusted Platform Module)
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TPM Functions

RSA key generation
Signature Creation
Signature Checking
Cryptographic Hash (HMAC)
Random Number Generation

Secure Storage

TCPA V1.1 defines RSA, SHA-1 and HMAC (FIPS 198 Keyed Hash Message Authentication

Code)
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TPM Suppliers

Atmel - AT975C3201
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Infineon - SLD 9630TT1.1 TPM

National Semiconductor Safekeeper
PC21100




Trusted Computing Platform Software

Microsoft Palladium

W09 112dX30.10 ILU MWW

Built on TPM specification

To be incorporated in future versions of

Windows




TCPA GAOLS

Provide platform independent standards (IPR free)

Allow owners & users to manage sensitive information
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Supply metrics for trusted network environments
Enable the identity and authentication of platforms

Provide a tamper resistant security module




Trusted Computing Platform Advantages

Platform Integrity Assurance
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Secure Transactions (with 1D/ Auth)
Secure Software Distribution
Secure Digital Rights Management

Secure User Binding




Trusted Computing Platform Problems

Trust management rules & reqgulations
(commercial)
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PKI Practicality/scalability
Mobility of Users

Error Management & Recovery

User Hexibility




Questions (1)?
How will the cryptographic trust model be
organised?

What will be user reaction?
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Who has the best business case (users,
component vendors, software vendors, content

providers, service providers)?

What will be the effect on the GPL (free/open

source software community)?




Questions (2)?

Can the TCPA specs offer the claimed security?

Is the user better off? (security is the anti-

thesis of usability)
|s a separate TPM chip secure/viable?

What is the real IPR position?
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Questions (3)

What will be the effect on the smart card
community?
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